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Common Types of Cyber Crimes

Cyber Crime What It Is

Phishing Fake emails/SMS to steal passwords

UPI Fraud Tricks to make you transfer money

OTP Scam Asking for OTP to access your account

Social Media Hack Taking over your accounts

Online Shopping Fraud Fake websites, no delivery

Job Scam Fake jobs asking for money

Lottery/Prize Scam Win prize, pay tax first

Sextortion Blackmail using intimate photos/videos

Warning Signs of Cyber Fraud
■ Too good to be true offers
■ Urgency - Act now or lose offer

■ Asking for OTP/PIN/CVV
■ Unknown numbers/emails claiming to be bank

■ Spelling mistakes in official communication

■ Asking to download apps like AnyDesk, TeamViewer

■ Links that don't match official websites

■ Upfront payment for jobs/prizes/refunds

How to Protect Yourself
✓ NEVER share OTP with anyone

✓ Verify before clicking links

✓ Use strong passwords - different for each account

✓ Enable 2-factor authentication



✓ Don't download unknown apps

✓ Check website security - look for https:// and lock icon

✓ Use official apps for payments

✓ Don't trust unknown callers claiming emergency

✓ Think before you share personal information

What to Do if You're Victim of Cyber Crime
Step 1: DON'T PANIC

Stay calm, act quickly

Step 2: Stop Transaction

Call your bank immediately - 1800-number on card

Step 3: Screenshot Everything

Messages, emails, transaction details, caller ID

Step 4: Report Online

cybercrime.gov.in - within 24 hours

Step 5: File FIR

Visit nearest police station or cybercrime cell

Step 6: Block Cards

If banking fraud - block cards immediately

Step 7: Change Passwords

All accounts - email, banking, social media

Step 8: Report to Platform

Bank, UPI app, shopping site, social media



Important Helpline Numbers
Cyber Crime Helpline: 1930 (24x7)

Online Complaint: cybercrime.gov.in

Banking Fraud: Call your bank's helpline

UPI Fraud: Report in UPI app + 1930

Police: 100

How to Report Cyber Crime Online
Website: cybercrime.gov.in

Process: Click 'Report' → Choose category → Fill details → Upload evidence → Submit

Required: Your details, incident details, evidence (screenshots, transaction ID)

Tracking: You'll get acknowledgment number to track status

Time: Report within 24 hours for better action

Remember: Golden Rules
■ No bank/company will EVER ask for OTP/PIN/password
■ If it's too good to be true, it probably is
■ Don't rush - scammers create urgency

■ Verify independently - call official numbers

■ Don't download remote access apps
■ Keep software updated
■ When in doubt, DON'T

Victim of Cyber Crime?
Contact NyayaNow for FREE guidance

■ WhatsApp: +91-9632786767

■ Email: info@nyayanow.com

■ Website: nyayanow.com
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